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SUMMARY

A cybersecurity professional with a proven track record of mitigating threats and enhancing
security postures. Possess hands-on expertise in vulnerability assessment (VAPT), DDoS
mitigation, and network defense. Skilled in identifying and remediating security flaws and
integrating security best practices. Eager to apply ethical hacking and security engineering skills to
protect an organization's critical assets.

TECHNICAL SKILLS

« Languages & Frameworks: Python, C++, JavaScript, HTML, CSS, Django, Flask, React.js.

« Cybersecurity: Ethical Hacking, Vulnerability Assessment & Penetration Testing (VAPT),
Network Security, DDoS Mitigation, SIEM, Web Application Security, Linux Administration.

» Cybersecurity Tools: Nmap, Metasploit, Burp Suite, Wireshark, Hydra, OpenVAS, Nexpose.

« Operating Systems: Kali Linux, Ubuntu, Parrot OS, Windows Server and CentOs.

EDUCATION

B.Tech in Computer Science - Cyber Security 2022 -2026
Rajiv Gandhi Proudyogiki Vishwavidyalaya, Bhopal

CGPA: 7.39

Senior Secondary (12th) - MPBSE 2022

Govt Subhash Higher Secondary Excellence School, Bhopal
Percentage: 84%

High School (10th) - MPBSE 2020
Douglas Higher Secondary School, Bhopal
Percentage: 91%

EXPERIENCE

Freelance Web Security Support Apr 2025
Daily News 24
» Responded to an active DDoS attack and implemented 86 custom firewall rules via
Cloudflare.
« Improved incident response and hardened overall server configuration.
« Successfully prevented further attacks and improved platform resilience.



http://harshitnamdev.netlify.app/
mailto:harshitnamdev86@gmail.com
https://github.com/harshit-namdev
https://www.linkedin.com/in/harshit-namdev

INTERNSHIPS

Web Developer Intern Feb 2025 - Apr 2025
HMJ Fire Safety Services

» Designed and developed the official company website and product landing pages.

« Ensured responsive layout, branding alignment, and user-friendly navigation.

« Focused on front-end security basics and safe input handling.

Cyber Security Virtual Experience Program June 2025 - July 2025
Deloitte, Forage Internship Certificate Link
« Completed a hands-on virtual job simulation in cyber security, issued by Forage and Deloitte.
« Gained practical experience in identifying and responding to security threats.
» Performed simulated tasks aligned with real-world business scenarios in cyber security.

PROJECTS

StagnolLab - Flask-based Steganography Tool (In Progress)
« Developing a secure data-hiding platform for images, docs, and pdf files.
« Features include drag & drop interface, password-protected encryption, and retrieval validation.
« Includes history tracking and advanced analysis for tamper detection.

VulScan: Vulnerability and Network Scanner | Github Link | Python 3.7 , PyQt5

« An application enables users to identify security vulnerabilities, discover network hosts, and
generate comprehensive reports about potential security issues.

« Scanned 50 systems in a classroom test; vulnerabilities identified on 48 machines with varied
severity.

» Output included categorized reports for targeted patching.

CERTIFICATIONS

« Ethical Hacking | Cisco Networking Academy July 2025
« Cisco Certified Network Associate (CCNA) 1.0 | Cisco Networking Academy March 2025
« Scanning Networks | CompTIA | LinkedIn Learning May 2025
« Microsoft Office Expert (Excel & Word) |Solution Institute July 2022

TRAININGS / WORKSHOPS

« Ethical Hacking Workshop — IIT Bombay (NASSCOM + Govt of India)

« Front-End Web Development Training — SISTec GN (HTML, CSS, JavaScript) — 10-day
bootcamp

« Smart India Hackathon Participant — SISTec GN, 2024

ACHIEVEMENTS

« Top 5 Finalist in the Cyber Safety Hackathon, a state-wide competition organized by the MP State
Police & Bhopal Police.

» College Representative at the Shrijan Hackathon, selected from over 234 participating colleges.

« Elected President of the Cyber Security Technical Club for two consecutive terms, demonstrating
leadership and peer recognition.

PERSONAL INTERESTS / HOBBIES

« Listening to music
« Playing football
« Watching movies and web series



https://github.com/harshit-namdev/VulScan-VulScan-Advanced-Vulnerability-and-Network-Scanner
https://forage-uploads-prod.s3.amazonaws.com/completion-certificates/9PBTqmSxAf6zZTseP/E9pA6qsdbeyEkp3ti_9PBTqmSxAf6zZTseP_9jMvT7PwL5g7gHxi3_1751608184474_completion_certificate.pdf

